
 

 

The HIPAA Privacy Rule is a set of federal standards to protect the privacy of patients’ 
medical records and other health information maintained by covered entities (health 
plans, which include many governmental health programs, such as the Veterans Health 
Administration, Medicare and Medicaid; most doctors, hospitals and many other health 
care providers and health care clearinghouses) and by their business associates. The 
Privacy Rule provides patients with access to their medical records and with other   
important rights. Compliance with the Privacy Rule was required as of April 14, 2003 for 
most entities covered by HIPAA, and by September 23, 2013, for their business      
associates. 

The HIPAA Security Rule establishes national standards for the security of electronic protected health information. The Security rule    
specifies a series of administrative, technical, and physical security safeguards for covered entities and their business associates to assure 
the integrity, availability, and confidentiality of electronic protected health information. Compliance with the Security rule was required as of 
April 20, 2005, for most entities covered by HIPAA, and by September 23, 2013, for their business associates. The authority to administer 
and enforce the Security Rule was transferred to OCR on July 27, 2009. 
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Since the compliance date of the Privacy Rule in April 2003, OCR 
has received over 130,748 HIPAA complaints and has initiated 
approximately 885 compliance reviews and have resolved      
ninety-six percent of these cases (125,472). 

OCR has investigated and resolved over 24,477 cases by       
requiring changes in privacy practices and corrective actions by, 
or providing  technical assistance to, HIPAA covered entities and 
their business associates. Corrective actions obtained by OCR 
from these entities have resulted in change that is systemic and 
that affects all the individuals they serve. OCR has successfully 
enforced the HIPAA Rules by applying corrective measures in all 
cases where an investigation indicates noncompliance by the   
covered entity or their business associate, which may include  
settling with the entity in lieu of imposing a fine. To date, OCR has 
settled 33 such cases resulting in a total dollar amount of 
$33,689,200.00. OCR has investigated complaints against many 
different types of entities including: national       pharmacy chains, 
major medical centers, group health plans,  hospital chains, and 
small provider offices. 

In another 10,979 cases, investigations found no violation had 
occurred.  Additionally, in 13,041 cases, OCR has intervened early 
and provided technical assistance to HIPAA covered entities, their 
business associates, and individuals exercising their rights under 
the Privacy Rule, without the need for an investigation.   

In the rest of their completed cases, (77,275) OCR determined 
that the complaint did not present an eligible case for               
enforcement. These include cases in which: 

 OCR lacks jurisdiction under HIPAA. For example, in cases   

alleging a violation by an entity not covered by HIPAA; 

 The complaint is untimely, or withdrawn by the filer; 

 The activity described does not violate the HIPAA Rules.  For  
example, in cases where the covered entity has disclosed       
protected health information in circumstances in which the Pri-
vacy Rule permits such a disclosure. 

 

From the compliance date to the present, the compliance issues 
investigated most are, compiled cumulatively, in order of         
frequency: 

 Impermissible uses and disclosures of protected health informa-

tion; 

 Lack of safeguards of protected health information; 

 Lack of patient access to their protected health information; 

 Use or disclosure of more than the minimum necessary        

protected health information; and 

 Lack of administrative safeguards of electronic protected health 
information. 

 

 Becky Reeves    &    Trish Rugeley  

Compliance & HIPAA Privacy Officers 
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LSU HCSD was a recent victim of a RANSOMWARE Attack!  Thankfully, the hackers 

were not able to access any patient data, and the data that they were able to access was not of 
importance to LSU HCSD. The Information Technology team acted quickly and the ransomware 
was isolated and caused no damage.  However, the outcome could have very well been different! 
 

 
 

WHAT IS RANSOMWARE?   
 

Ransomware is a type of malicious software designed to block access to a computer system,  
usually by encrypting the computer data, until a sum of money is paid. It is often deployed by 
sending out massive numbers of emails, hoping that just one person will fall for a phishing       
attempt.  The phishing attempt may require you to click on a link, open an attachment, enable 

content in an attachment, or any of a  number of other actions that will then download the malware. 
 
 
 

WHAT CAN YOU DO TO 
AVOID RANSOMWARE       

ATTACKS? 
 

1. Pay CLOSE attention to the emails you are 
responding to and don’t click on links or open 
attachments that are unfamiliar or              

unexpected. 

2. Beware of emails that evoke emotions like 
greed, fear, urgency, or curiosity in an attempt 

to get you to respond before you think. 

3. Contact IT IMMEDIATELY if you are unsure 

about an email you receive. 

4. LSU HCSD now has a tagline at the beginning of every email you receive that comes from a source outside of LSU. 

5. Be especially cautious of emails from External Sources, since that is most likely where a phishing attempt and/or   

ransomware attack will come from! 

 

SLOW DOWN, and carefully inspect any email coming to you with a cautious 

eye, especially those emails coming from external sources. 

 

EXTERNAL EMAIL: EVALUATEEXTERNAL EMAIL: EVALUATE  

 

As you will see from recent news stories ransomware attacks are on the rise in healthcare!   

 

Let’s not be the next victim! 
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 James “Mickey” Kees 

Chief Information Officer / 

HIPAA Security Officer 
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Hospitals and homes across the country have been hit with a phishing attack that attempts to get users to “enable macros”.  The 
emails often reference an attachment, (e.g. an “invoice”) that when you click on it, looks like a random set of symbols.  You are 
instructed to “enable macros” by clicking on “options” and then enable the macro.  What you are really enabling is malware to be 
downloaded onto your computer. 

HHHEREEREERE   ISISIS   ANANAN   EXAMPLEEXAMPLEEXAMPLE   OFOFOF   WHATWHATWHAT   ANANAN   EMAILEMAILEMAIL   ANDANDAND   DOCUMENTDOCUMENTDOCUMENT   LOOKLOOKLOOK   LIKELIKELIKE      

WHENWHENWHEN   TRYINGTRYINGTRYING   TOTOTO   TRICKTRICKTRICK   YOUYOUYOU   INTOINTOINTO   ENABLINGENABLINGENABLING   MACROSMACROSMACROS...   

THE CYBERCRIMINALS WANT YOU TO CLICK ON “OPTIONS” AND TURN THE MACROS ON. 

DON’T!!DON’T!!DON’T!!   

NEVER ENABLE MACROS IN AN ATTACHMENT DOCUMENT YOU RECEIVE VIA EMAIL. 

 

BBEE  CAUTIOUSCAUTIOUS  ABOUTABOUT  UNSOLICITEDUNSOLICITED  EMAILSEMAILS  ANDAND  ATTACHMENTSATTACHMENTS.  .    

WWHENHEN  ININ  DOUBTDOUBT, , CONTACTCONTACT  IINFORMATIONNFORMATION  TechnologyTechnology  

Email: 

Attachment: 



 

 

  

If you have any HIPAA questions or concerns, contact your Compliance Department at LAK (985) 878-1639 or ABO (225) 354-7032. 
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Hospitals       

Nation Wide     

Announce    

Ransomware   

Attacks in       

Recent Weeks! 

 

In a string of ransomware attack 
press releases, hospitals across 
the United States and Canada 
have announced that they have  
fallen prey to cybercriminals, with 
varying consequences. 
 

Hollywood Presbyterian Medical 
Center in Los Angeles announced 
February 17, 2016 that it was  a 
victim of a ransomware attack that 
locked access to certain computer   
systems including their electronic 
health record and prevented them 
from using their company email.  
The cybercriminals demanded 
$17,000 to restore functionality to 
the hospital’s files.  After  a  week  
of inoperability of their computer 
systems, the hospital decided to 
pay the ransom. 
 

On March 28, 2016 MedStar 
Health in Maryland reported that a 
ransomeware attack shutdown 
some of its computer systems at 
its hospitals in Baltimore.  The 
cybercriminals have demanded 
$18,500 to     recover data at four 
hospitals.  To date, MedStar has 
not paid the ransom. 
 

And in California, two hospitals 
operated by Prime Healthcare 
Management, Inc. were forced to 
shut down their computer systems, 
impacting related clinics as shared 
systems were taken offline to  
isolate the ransomware.   
 

Lesson Learned:   
Phishing attempts and ransom-
ware are here and will not be going 
away anytime soon.  LSU HCSD 
and Lallie Kemp depend on YOU, 

the user, to pay close attention to 
your emails and  report any     
suspicious activity.  LSU HCSD will 
be conducting additional training 
and even  testing our systems to 
determine our vulnerability to 
phishing   attacks.  Please take 
this training seriously, and make 
sure you follow guidelines given to 
you to protect our information  
technology systems. 

 

Office for Civil 

Rights Levies 

Significant 

Fines 

 

Mid-March was a busy time for the 
Office for Civil Rights (OCR) media 
team, as the OCR announced 
$5.45 million in fines in against two 
different organizations. 
 
The Feinstein Institute for  Medical 
Research in  Manhasset, N.Y. 
agreed to pay $3.9 million to settle 
potential HIPAA violations after 
OCR investigated the theft of an  
unencrypted laptop containing data 
of 13,000  patients and research 
participants.  The ePHI stored in 
the laptop included patient names, 
Social Security numbers, diagno-
ses, lab results, medications, and 
other medical information. 
 
North Memorial Health Care, a 
Minnesota healthcare system, 
agreed to pay $1.55 million as a 
result of an error made by its   
Business Associate.  Among other 
things, North Memorial was cited 
for failing to obtain a Business 
Associate  Agreement.  The    
Business  Associate, Accretive 
Health, which provided  billing and 
collections services to North Me-
morial, had a laptop stolen that 
contained the information of 
23,000  individuals, including 9,500 
North Memorial patients. The  
remaining individuals on the    

Accretive Health laptop were   
patients of Minnesota based    
Fairview Health System. 
 

Lessons Learned:   
Protected Health Information (PHI) 
may not be stored on unencrypted 
mobile devices.  Mobile devices 
are particularly vulnerable to theft.  
It is LSU HCSD and Lallie Kemp 
Medical Center’s policy to store 
PHI only on network drives (such 
as the O drive), but if for some 
reason PHI must be stored on a 
mobile device, that device MUST 
be encrypted.  In  addition, LSU 
must have a Business Associate 
Agreement with ANY entity that 
receives, creates, transmits, or 
maintains PHI on behalf of LSU, 
unless that access to PHI is for      
treatment purposes.  Business 
Associate regulations can be com-
plex, and the Compliance Depart-
ment is always available to discuss 
the need for business associate           
agreements! 

 

Employee Steals 

PHI of 2000    

Patients 

 

A former employee of Pointe  
Medical Services has been       
accused of stealing the protected 
health information of patient and 

disclosing the data to her new 
employer.   
 

The data theft be came to light 
when a patient complained to 
Pointe Medical Services that   
contact has been made by another 
healthcare service provider in an 
attempt to solicit business.  An  
internal investigation was launched 
and Pointe Medical Services   
discovered patient information had 
been downloaded and copied by a 
previous employee of the        
company.   
 
The employee is alleged to have 
downloaded the PHI of 2,000  
patients and copied their names, 
phone numbers, dates of birth,         
appointment status, reason for 
appointments, insurer’s name, 
health plan name and insurance 
account type. 
 
To prevent further harm, Point 
Medical Services took legal action 
and obtained a legal injunction 
from the courts against the former 
employee, Carter’s Ortega      
Pharmacy, and L.A. Quinn M.D., 
prohibiting them from using the 
confidential information.  Pointe 
Medical Services is currently  
working with law enforcement and 
is looking to prosecute the parties 
concerned. 


